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McAfee Anti-Phishing Filter has
been successfully installed.

Click the Firish button o exit tis insallaian.
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ABOUT THE ANTI-PHISHING FILTER

This Anti-Phishing Filter preview introduces you to

the technology that McAfee is designing to combat

the growing problem of phishing attacks.

The filter runs silently as part of your Internet

Explorer and Windows Explorer programs. Each time

you attempt to connect to an Internet URL, the

filter compares the URL against information it holds

in a database of known (black) or suspected (gray)

phish sites and alerts you when it finds a match.

    NOTE:

    McAfee does not store information about the web

    sites that you visit.

__________________________________________________________

INSTALLATION AND SYSTEM REQUIREMENTS

SYSTEM REQUIREMENTS

You can install the McAfee Anti-Phishing Filter on

computers:

-   Running Microsoft Windows 32-bit operating

    systems (Windows NT, Windows 2000, Windows 2003 and 

    Windows XP).

-   Using Microsoft Internet Explorer 5 or above.

INSTALLATION STEPS

1.  To get the filter, connect to the following

    McAfee web site and download the file

    MAPFBHO.MSI to a location on your computer such

    as the desktop.

       http://www.mcafeesecurity.com/us/products/mcafee/antispam/category.htm

2.  Double-click the .MSI file to start the

    Installer.

3.  On the Welcome page, click Next to continue.

4.  The Installer asks if you want to continue with

    the installation; click Next to confirm.

5.  Click Finish to complete the installation

    process.

CHANGES TO THE COMPUTER

After the filter installs successfully, the

following changes occur to the computer:

-   The ‘McAfee Anti-Phishing Filter’ appears in

    Internet Explorer under Tools | Managed

    Add-ons.

-   A ‘McAfee Anti-Phishing Filter’ option appears

    in Internet Explorer under the Tools menu.

-   A .DLL file appears in the Windows Program Files

    folder:

       Program Files\McAfee\Anti-Phishing Filter\McAfeeAntiPhishingBHO.DLL

-   Each user who uses the tool finds that a

    MAPFDBF.DAT file is created in their Temp folder

    the first time that the filter runs.

UNINSTALLING THE FILTER

To remove the filter from the computer:

1.  Either double-click the MAPFBHO.MSI file or

    choose the Anti-Phishing Filter option from the

    Windows Add/Remove Programs feature.

2.  Click Remove.

3.  After the Installer removes the files, click

    Finish.

    The MAPFDBF.DAT file is not removed from each

    user’s Temp folder as part of the uninstallation

    process.

    NOTE:

    If you want to install a later version of the

    filter, each user must first remove the

    following entry from the Windows registry

    because the Installer does not remove it

    automatically:

    HKEY_CURRENT_USER\Software\McAfee\AntiPhish

__________________________________________________________

USING AND CONFIGURING THE FILTER

USING THE FILTER

Following installation, the filter runs silently as

part of your Internet Explorer and Windows Explorer

programs until you attempt to connect to a web site

that McAfee either knows is a phish site, or

suspects is a phish site.

URLs that we know are phish sites are categorized as

"black" sites and URLs that we suspect are phish

sites are categorized as "gray" sites.

When you type in the URL of a black site, the filter

redirects you to a McAfee-hosted web page that tells

you that we know the URL is a phish site and, by

default, will not allow you to continue.

When you type in the URL of a gray site, the filter

redirects you to another McAfee-hosted web page and

tells you that we suspect that the URL is a phish

site and offers you the chance to continue. If you

continue to that site, the site is accepted for that

Internet Explorer session. However, the next time

you open Internet Explorer, the URL will be blocked

again.

CONFIGURING THE FILTER

    By default, the filter automatically connects to

    McAfee as necessary to check for new

    configuration settings so you need do nothing

    further to it. However, there are two sets of

    options that you can change in its Configuration

    screen:

   -   Advanced Settings changes, for example, the

       update locations or the frequency of

       configuration updates.

   -   User Settings changes, for example, where the

       database installs or whether the user wishes

       to continue to sites identified as black or

       gray.

To configure the filter settings:

1.  Open Internet Explorer.

2.  From the Tools menu, choose ‘McAfee

    Anti-Phishing Filter’ to see the Configuration

    screen.

3.  Deselect the ‘Enable automatic configuration

    update mode’ checkbox to enable the

    configuration fields.

    TIP:

    Changes to the filter’s configuration settings

    may corrupt its performance. To return the

    filter to its original state, recheck the

    ‘Enable automatic configuration update mode’

    checkbox.

